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EVENT BACKGROUND

The NSD-S Hub Student Essay Competition is designed to stimulate discussions and
critical thinking among young students and researchers from the Middle East and
Africa. This project underscores the NSD-S Hub’s work to integrate regional youth
perspectives in its understanding and awareness of the Middle East, North Africa and
Sahel and Sub-Saharan Africa.

The NSD-S Hub received tens of submissions, from students representing thirteen
different countries across the Middle East and Africa. The most selected topics, linked
to the guiding question of what can NATO do to address these shared challenges,
were emerging technologies and Al, energy transitions and climate change. These
insights further reinforce studies and surveys that have highlighted these topics as the
most pressing issues for students across the Middle East and Africa.

The competition call was initially launched in April, with submissions accepted until 15
July. All submissions underwent a double-blind review process, with essays evaluated
on criteria including novelty, coherence, relevance and impact, by NSD-S Hub Staff.

Preparations are already underway to launch the next iteration of the Student
Essay Competition for 2025.

ABSTRACTS

NATO'S ROLE IN SECURITY CONCERNS ASSOCIATED
WITH CLIMATE CHANGE IN THE MIDDLE EAST AND
AFRICA

By Hope Daniel Rukundo

Climate change is accelerating due to rising CO2 levels and greenhouse gas
emissions, causing severe environmental and security risks. In vulnerable regions like
the Middle East and Africa, climate-induced droughts, erratic rainfall, and rising sea
levels intensify resource scarcity, political instability, and displacement. These
conditions enable terrorist and criminal groups to exploit environmental vulnerabilities,
leading to deforestation, land degradation, human trafficking, illegal mining, and
violence, all of which worsen existing fragile governance systems. This essay
examines NATO'’s role in addressing climate-driven security threats, emphasizing the
need to integrate climate considerations into its strategic framework. Using Modern
Systems Theory (MST), it examines the connections between environmental changes
and socio-political instability. NATO must strengthen its disaster response capabilities,
establish a climate security task force, and support sustainable development efforts.
Intelligence, surveillance, and collaboration with governments, research institutions,
and regional organizations must all be improved in order to lessen threats. Stability
and preventing future conflicts require a holistic approach that takes human and
environmental security into account. By implementing these strategies, NATO can
make a substantial contribution to the promotion of peace and security in the Middle
East, Africa, and beyond.
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NATO-MEA ENERGY TRANSITION.
LEVERAGING STRATEGIC PARTNERSHIPS FOR
RENEWABLE ENERGY DEVELOPMENT AND SECURITY

By Ahmad Abdallah Salem Almasri

In the last decade, energy transition and addressing climate change have emerged as
key challenges in the world due to significantly increasing energy demand. These
challenges are becoming ever more important in developing countries, including
countries in the Middle East and Africa (MEA) region. This essay presents the
geopolitical landscape in the MEA region, which has enormous renewable energy
sources such as solar, wind, and hydropower. Furthermore, it explores NATO’s
collaboration with its neighbors in the MEA region, as well as how to achieve energy
transition and address climate change without compromising energy security and
energy infrastructure. Throughout this essay, key recommendations, including
regional frameworks, technology sharing, and capacity building are presented to
ensure success and promote progress in the MEA countries.

AlI’S DUAL ROLE IN DRIVING ONLINE TERRORIST
CONTENT AND COUNTER STRATEGIES.
Is NATO prepared for Al-enhanced extremism?

By Bar Fishman

Artificial intelligence (Al) is revolutionising global security and defence, particularly in
the domain of online Counter Violent Extremism (CVE) efforts. The proliferation of Al
tools has dramatically lowered barriers for creating and disseminating sophisticated
terrorist content online, outpacing traditional detection and mitigation strategies. NATO
faces a critical challenge as its existing methods for combating online radicalisation
and terrorist propaganda become increasingly ineffective against Al-enhanced
extremist content. The essay proposes a multidimensional strategy for NATO, marking
the development of Al-driven early detection technologies, fostering international
collaboration, updating policies, promoting regulation, and maintaining ongoing
research and development. By adopting these measures, NATO can position itself at
the forefront of Al-driven counterterrorism efforts, effectively countering those
exploiting technologies for promoting disorder. The success of NATO’s
counterterrorism practices in the Al age will eventually depend on its ability to adapt
swiftly, collaborate effectively, and innovate continuously in response to evolving
digital threats.
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NATO’S ROLE IN SECURITY CONCERNS ASSOCIATED WITH
CLIMATE CHANGE IN THE MIDDLE EAST AND AFRICA

By Hope Daniel Rukundo
1.1 Introduction

Climate change is accelerating at an unprecedented rate, driven by increased CO;

concentrations and greenhouse gas emissions resulting from human activities
(Dusenge et al., 2019; Hoegh- Guldberg et al., 2019; Kuzyakov et al., 2019). This rapid
shift affects soil, water, plants and ecosystems, causing a global issue that extends
beyond environmental concerns (Fleischer and Sternberg, 2006; Paz-Kagan et al.,
2020; Tariqg et al., 2022) and poses significant security risks (Trombetta, 2008). Africa
and the Middle East (MEA) are among the most vulnerable regions, experiencing
significant impacts from changing climate patterns, projected to intensify in the coming
decades.

1. In Africa, the effects of climate change are diverse and region-specific. The
continent is expected to witness a substantial increase in average
temperatures, with some areas experiencing rises of up to 4°C by the end of
the century. Some regions are facing prolonged droughts, while others
experience more intense and unpredictable rainfall and rising sea levels (de Wit
& Stankiewicz, 2006; Zittis et al., 2022), causing pest infestations, soil erosion,
landslides, flooding and persistent droughts.

2. The Middle East is also set to experience severe climate impacts, with
temperatures rising by over 2°C by mid-century and potentially exceeding 4°C
by 2100, leading to more frequent and prolonged heatwaves, significant
warming and increased water scarcity. Coastal areas, such as sections of the
Nile Delta and the Persian Gulf, are at risk from rising sea levels which might
cause flooding and the salinisation of freshwater resources. These effects are
worsening socio-political-economic tensions and conflicts that already exist
(Ward & Ruckstuhl, 2017; Hoffmann, 2018; Chin-Yee, 2019; Harmon, 2021).
The Middle East and North Africa (MENA) is the world's most water-scarce
region, with 11% of its land affected by rising soil salinisation, which is
contributing to widespread issues with water management (Wicke et al., 2011).
This scenario is predicted to get worse due to excessive aquifer pumping,
declining water quality and the growing irrigation of marginal water sources to
meet food demands and prevent desertification (Daba & Qureshi, 2021).
Furthermore, excessive groundwater extraction may further raise soil and
groundwater salinity, affecting environmental quality, agricultural production
and human health. Rising sea levels may further hasten saltwater incursion into
rich soils (Chenoweth et al., 2011; Dasgupta, et al., 2015).

Climate change increases the risk of conflict and criminal activity through direct
pathways, such as resource scarcity and behavioural implications, and indirect ones,
like decreased economic capabilities, migration and displacement (Savelli et al.,
2023). As a result of these increasing threats, the number of affected individuals will
grow exponentially in the coming decades (Almulhim et al., 2024). Models predict that
by 2050, between 28.3 and 71.1 million people will be forced to migrate within the
Africa, while approximately 19.6 million have already migrated beyond the continent,
which remains the most climate-vulnerable region globally despite contributing the
least to greenhouse gas (GHG) emissions (Almulhim et al., 2024; Barrios et al., 2006;
Mutava, 2023). Numerous research studies examining how climate change affects
agricultural production have revealed that 40 million people could face
malnourishment if climate change continues at the current rate (Myers et al., 2017;
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Corwin, 2020; Ripple et al.,, 2023). Climate-related disasters have resulted in
substantial gross domestic product (GDP) losses, with 1.1 percent in MEA regions,
threatening Africa’s ability to achieve the Sustainable Development Goals (SDGs)
(Koubi, 2019). These regions are particularly vulnerable to climatic changes caused
by emissions from wealthier countries because of their strong reliance on climate-
sensitive businesses like agriculture (Ayugi et al., 2023; Warren et al., 2024). These
variations cause significant economic upheavals too, which threaten food security and
public health, increase poverty and inequality and cast doubt on future stability (Friel,
2019). For instance, food insecurity and poverty can incentivise individuals to engage
in anti-social behaviour, while warmer temperatures can elevate hostility and violence
(Brick et al., 2017). Evidence shows a direct association between temperature rise
and increased crime rates in various regions, such as sex offenses and crime in cities
(Gamble et al., 2021).

Moreover, organized and disorganised crimes such as corporate pollution, illegal
logging and human trafficking are on the rise due to climate-induced resource scarcity,
particularly in developing nations (Kingdon & Gray, 2022). Alarmingly, MEA continues
to suffer from long-term hazards, forcing many to live in more at-risk areas (Al-Akel,
2020; Gaaloul et al., 2022). These hazards create a melting pot of vulnerability
exploited by terrorist organisations and mafia-like groups (Chitadze, 2022). Such
entities hijack environmental resources (Kinyua, 2017) facilitated by corrupt,
irresponsible, unaccountable and weak governance, compounded by the threats
posed by non-state actors (Kingdon & Gray, 2022). According to Huisman & Sidoli
(2019), these groups engage in deforestation, land degradation, water contamination,
killing and uprooting innocent people and animals, and more. If these activities
continue uncontrolled, they could seriously jeopardise global stability, as seen in the
Democratic Republic of the Congo (Jackson, 2020; Consolee et al., 2024; Eichstaedt,
2011; Kinyua, 2017; Sovacool, 2021).

Climate change acts as a threat multiplier of political tensions and conflicts in MEA
regions, exacerbating terrorism, conflicts and all forms of instability and insecurity
(Abrahams & Carr, 2017; Ide, 2023). These issues are particularly acute over water
resources and arable land, especially in areas with existing tensions and weak water
governance (Nouri et al., 2023), overstretching societies’ adaptive capacities in the
short- to mid-term, potentially leading to destabilization and violence (de Almeida,
2023). This creates a complex web of social, economic and environmental stressors
that jeopardise national and international security (Sotiroski, 2024). These issues will
only worsen if nothing is done (Brzoska & Frohlich, 2016). For example, the Syrian
Civil War, which began in 2011, has been partially attributed to a severe drought from
2006 to 2010 that destroyed rural livelihoods and caused people to migrate to cities,
which increased socio-economic hardship and fuelled the revolt. The resulting chaos
allowed extremist groups like ISIS to gain a foothold (Gleick, 2014, Kelley, et al., 2015).
Similarly, the shrinking of Lake Chad, which has lost 90% of its water since the 1960s
due to climate change and human activities, has exacerbated resource competition
and instability in the area (Ehiane & Moyo, 2021). This has contributed to the growth
of Boko Haram, which has taken advantage of the civil unrest to enlist new members
and launch assaults (Sambo & Sule, 2022). Lastly, the Nile River, which flows through
11 countries, is increasingly a source of tension due to changing rainfall patterns and
the construction of the Grand Ethiopian Renaissance Dam (Hmoud, 2024). Egypt,
which relies heavily on the Nile for water, fears reduced water flow, leading to
diplomatic tensions and potential military confrontations with Ethiopia (Pemunta et al.,
2021). Nonetheless, it is critical to understand that political systems will continue to
function within their current socio-political contexts and that climate change effects is
unlikely to alter them (Thompson, 2021; Jamie, 2022).
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1.2 Connecting the relationship between natural and social
systems to NATO's role

In order to understand how climate change influences socio-political systems and
NATO'’s role, it is useful to apply the Modern Systems Theory (MST), formulated by
Niklas Luhmann (de Molina et al., 2019). MST conceptualizes the world as consisting
of discrete functional subsystems, such as law, politics and economics, each operating
autonomously according to its logic. Despite their autonomy, these subsystems are
interconnected through ‘structural coupling’, which allows them to influence each
other.

In the context of climate change, the natural world (climate system) and the social
world (socio-political systems) can be viewed as interconnected subsystems. The
social subsystem detects changes in the natural subsystem, such as rising
temperatures and extreme weather occurrences, and responds by its logic and
capabilities. For example, prolonged drought could lead to water scarcity, prompting
political responses like resource-sharing agreements or water rationing, while the
economic sector might adjust prices or direct funding onto drought-resistant crops
(Halden, 2007). Various countries may respond to similar climate-related concerns in
different ways. Some may embrace technological innovation and collaboration, while
others may engage in resource-related conflict. With this knowledge, NATO can
evaluate the potential effects of climate change on international security dynamics and
socio-political structures (Halden, 2007).

1.3 Concrete proposals for mitigating climate change security risks

Given this complex interplay between natural and social systems, NATO's role
becomes crucial. Traditionally focused on military and geopolitical threats, NATO must
integrate climate change into its strategic planning to strengthen security and stability,
ultimately promoting peace and prosperity in the region (Swain and Jagerskog, 2016).
Recognising climate change as an amplifier of crises and a multiplier of threats, the
Alliance can continue to progress toward embedding climate considerations within its
security paradigm (Proedrou, 2018; Laderach et al., 2021; Scheffran et al., 2023). To
ensure its climate security discourse translates into action, several concrete proposals
can help NATO address the root causes of instability and prevent the escalation of
conflicts in these regions (Farhan et al., 2023). This involves incorporating climate
awareness into NATO's core tasks deterrence, defence, crisis management, and
cooperative security (Farhan et al., 2023; Szenes, 2023). As an international security
alliance, NATO can be pivotal in addressing these security implications (Flockhart,
2024).

1.3.1 Establishing a climate security task force

NATO should create a special task force on climate security to address the security
implications of climate change (Thomas, 2023). Through the facilitation of coordination
amongst NATO countries, this task group would ensure a coherent and meticulously
planned approach to climate resilience. Its primary responsibilities would include:

1. Strategic planning and policy development: Creating comprehensive
strategies that integrate climate risk assessments within the operational and
policy frameworks of NATO (Szabadfoldi & Négyesi, 2023; Szenes, 2023).

2. Resource coordination: Centralising knowledge and resources to enable
quick and easy solutions to security issues related to climate change (Bremberg
etal., 2022; Ankler, 2023).

3. Training and capacity building: Providing NATO personnel and Allies
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specialised training on climate security challenges, such as resilience
building and disaster response (Porter & Vaklinova, 2021).

4. Collaboration with external entities: Engaging with international
organisations, regional governments, and civil society to ensure a holistic and
inclusive approach to climate security (Lindstrom et al., 2019; Wright, 2023).

1.3.2 Enhancing disaster response capabilities

In tackling climate-related security issues, NATO should prioritise enhancing disaster
response capabilities in MEA (Rico, 2022). Given the increasing frequency and
intensity of human-induced climate-related disasters in these regions (Ramirez et al.,
2021), it is imperative to reinforce local capacity to respond effectively (Akpuokwe et
al., 2024). NATO can assist in multiple ways:

1. Training and technical assistance: Providing emergency preparedness,
crisis management and disaster response training to local military and civilian
personnel. This includes conducting joint exercises to improve coordination and
readiness.

2. Resource provision: Supplying local forces and humanitarian organisations
with necessary tools and resources, such as medical supplies, communication
devices and infrastructural assistance to increase their capacity.

3. Rapid response teams: Establishing teams that can be rapidly dispatched to
aid places devastated by disasters to guarantee an expeditious and well-
coordinated global reaction to crises.

1.3.3 Supporting sustainable development initiatives

Long-term sustainable development programmes are needed to address the
underlying causes of insecurity brought on by climate change. In the MEA, NATO can
be extremely helpful in advancing and funding initiatives that increase resilience and
reduce susceptibility to climate change. Key areas of focus include:

1. Renewable energy projects: Renewable energy sources, such as geothermal,
hydro, solar and wind power, are emerging as markers of progress and
promise. These sustainable alternatives present a comprehensive solution to
the environmental challenges posed by fossil fuels (Mahdavi et al., 2023; Qazi
et al., 2019). Along with many positive effects on the economy and health, they
also guarantee a decrease in greenhouse gas emissions. As renewable
technologies advance, they become increasingly cost-competitive with
traditional energy sources, driving job creation, promoting energy
independence and improving air quality and public health (Yu et al., 2024).
NATO is under pressure to cut the CO, emissions of its military activities, in line
with the COP 26 targets set by countries that are also NATO Member States,
which call for a 50% reduction by 2030 and a net zero emission by the middle
of the century (Locci, 2023). Though reaching these goals will be difficult due
to fossil fuel-dependent military hardware being recurrently used, CO:2
emission-reducing tactics must be modified Polsky et al., 2019).

e NATO could establish a Green Fund to help less developed members
make the switch to renewable energy (Belaid et al., 2023).

e Furthermore, the forces of Allies have the option of implementing
environmentally friendly methods such as employing battery-operated
vehicles, electric-powered robotics, drones, 3D manufacturing for
energy-efficient production, and rail and waterways for supply
transportation (Chen et al., 2022; Jamie, 2022).

e The Alliance should develop a standard technique for measuring
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military CO2 emissions, emphasising the importance of transparency
and accountability in reporting (Thomas, 2023).

In general, promoting the use of renewable energy projects, like hydroelectric, solar
and wind power can reduce dependency on fossil fuels, cut greenhouse gas emissions
and give underprivileged people access to sustainable energy options (Salazar, 2023).

1. Sustainable agriculture practices: Endorsing programmes that encourage
the conservation of soil, water management and sustainable farming methods.
These methods can raise residents’ standards of living, lessen land degradation
and increase food security.

2. Water conservation and management: Collaborating with local governments
and organisations to develop and implement water conservation strategies
(Kalogiannidis et al., 2023). This includes improving irrigation systems, building
water storage infrastructure and promoting efficient water use.

1.3.4 Strengthening intelligence and surveillance

Robust intelligence and surveillance capabilities are necessary for efficient monitoring
and response to security issues associated with climate change (Szabadfoldi &
Négyesi, 2023). NATO can improve its capacity to recognise, evaluate and respond to
climate-related risks by utilising its cutting-edge intelligence infrastructure and
collaborations with regional entities (Farhan et al., 2023; Selisny et al., 2023). Key
actions would include:

1. Enhanced data collection: Real-time monitoring of resource availability,
population migrations, illegal mining and environmental changes is achieved
through the use of data analytics, satellite images and remote sensing
technology.

2. Intelligence sharing: Encouraging NATO members and their regional allies to
share intelligence about climate change. As part of this, knowledge of new risks,
effective techniques and lessons discovered should be shared (Selisny et al.,
2023).

3. Early warning systems and risk assessment: Including possible crisis risks
from climate stress in NATQO's early-warning system (Shea, 2022). In order to
create a multidimensional human security model that specifies precise metrics
to evaluate these risks and associated security challenges, it will be necessary
to construct a strong analytics and intelligence system that integrates a range
of data (Levshun & Kotenko, 2023). This includes scenario planning and
predictive modelling to inform decision-making processes.

1.3.5 Fostering international cooperation

A coordinated effort involving multiple stakeholders is required to effectively address
the security implications of climate change in the MEA (Kim & Garcia, 2023).
International collaboration is essential to organise responses to complex security
concerns, exchange best practices and pool resources (Aamer, 2023). NATO can play
a pivotal role in fostering dialogue and cooperation among diverse actors by:

1. Facilitating multilateral dialogues: Organising forums, conferences and
workshops that bring together governments, international organisations,
academia and civil society to discuss climate security issues and develop joint
strategies (Salazar, 2023).

2. Promoting regional partnerships: Building and strengthening partnerships
with regional organisations such as the African Union and the Arab League.
This includes collaborative initiatives on climate resilience, disaster response
and sustainable development.
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3. Supporting cross-border initiatives: Encouraging and supporting cross-
border projects that address shared climate security challenges. This includes
transboundary water management, regional renewable energy grids and
collaborative disaster response mechanisms.

1.3.6 Peacebuilding and conflict prevention

In areas where climate change intensifies already-existing conflicts, NATO's
engagement in peacebuilding and conflict prevention is essential (Krampe et al.,
2024). Comprehensive and inclusive strategies are needed to address the underlying
causes of instability, such as competition and resource shortages (Patel & Lucey,
2024). NATO can contribute to peacebuilding efforts through:

1. Mediation and dialogue facilitation: Promoting dialogue and cooperation
among conflicting parties to address disputes over resources and territory.
NATO can act as a neutral mediator, fostering trust and collaboration.

2. Supporting local peace initiatives: Providing support to local peacebuilding
organisations and initiatives that work to resolve conflicts at the community
level. This includes funding, training and technical assistance.

3. Integrating climate considerations into peacebuilding: Ensuring that
climate change impacts are considered in peacebuilding strategies and conflict
prevention efforts (Sommer & Fassbender, 2024). This includes addressing
climate-induced migration, resource disputes and environmental degradation
as part of broader peacebuilding frameworks.

1.3.7 Collaboration with research institution

In order to handle the intricate security issues that climate change presents, research
and innovation are essential. NATO should work with academic institutions to produce
recommendations and actionable insights for improving climate security. (House &
Square, 2024). Key areas of collaboration include:

1. Joint research projects: Collaborating on research initiatives to find novel
approaches to climate resilience and security with academic institutions and
research centres. This includes studies on the impacts of climate change on
security dynamics and the effectiveness of mitigation strategies. Through this
collaboration, forexample, case studies can be carried out to analyse the effects
of environmental degradation and climate change on nations and areas of
strategic interest to the alliance, and contingency planning can be done
regarding the implications for NATO's posture and capabilities if the alliance is
called upon to assist. Moreover, successful innovative solutions like
desalination and wastewater reuse in Israel can help NATO in addressing water
scarcity, promote stability and put an end to water related conflicts in vulnerable
regions like MEA, which rely heavily on groundwater, but struggle to secure
investment for large-scale water projects (Sowers et al., 2011).

2. Knowledge sharing platforms: Establishing platforms for the sharing of
climate security- related studies, best practices and research findings.
Publications, conferences and online databases fall under this category.

3. Technical assistance and expertise: Leveraging the expertise of academic
institutions to provide technology support and consulting services to NATO and
its partners. This includes modelling of climate change, policy analysis and risk
assessments. Assign each ally and the NATO Secretary General a special
counsellor on environmental security and climate change.

Given the prevailing global climate change crisis and escalating CO2 emissions,
NATO should put its emphasis on collaborative, adaptation, implementation and
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support projects, like afforestation, as a crucial approach to mitigating these impacts
by sequestering COz2, offsetting emissions and restoring degraded soil (Slider, 2023).
NATO can adopt the remarkable example of the Yatir pine forest, which has thrived
for almost 60 years without irrigation or fertilisation in an arid region characterised by
extremely low precipitation and water deficits (Pozner et al., 2022; Tal & Gordon,
2010).

1.4 Conclusions

The MEA are particularly vulnerable to the security risks posed by climate change.
Thus, NATO must take preventive measures and coordinate their actions (Glancey,
2023; Okolie & Prince, 2024). NATO, as a key security alliance, has the potential to
play a crucial role in addressing the security implications of climate change in these
regions (Causevic & Al-Marashi, 2023). The intersection of climate change and
security requires innovative and forward-thinking approaches. Concrete measures to
address climate change security risks based on a comprehensive security approach
encompassing human, community, state and international security (Liverman, 2008)
are required. This comprehensive approach is necessary because of the complexity of
climate-related security risks that can simultaneously threaten the security of multiple
entities, including people, communities, states, the international system, the
environment, and ecology. Additionally, climate-related security threats also affect
foreign policy, defence, development, the economy, and the environment, among
other policy domains (Kiprizli, 2023; Lippert, 2019). The complex and varied nature of
these risks necessitates careful conceptualisation and analysis of organisational
responses, as the internal understanding of these can significantly influence policy
outcomes (Saraiva & Monteiro, 2023) to secure a future for the MEA, and beyond. By
implementing the aforementioned plan, NATO should actively address existing
security risks resulting from climate change and prevent the emergence of new
challenges (Gruszczak, 2023).
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NATO-MEA ENERGY TRANSITION: LEVERAGING STRATEGIC
PARTNERSHIPS FOR RENEWABLE ENERGY DEVELOPMENT
AND SECURITY

By Ahmad Abdallah Salem Almasri
1.1 Introduction

1.1.1 Geopolitical landscape of the MEA region

The Middle East and Africa (MEA) region covers a varied area encompassing multiple
countries with diverse energy resources and governance structures. When we refer to
the Middle East, we typically include countries from Egypt to Iran, spanning across the
Arabian Peninsula and the Levant. Meanwhile, Africa, extends from the southern
Mediterranean Sea to the southernmost tip of Cape of Good Hope. Both regions
showcase a wide range of cultural, linguistic and economic characteristics (Hafner,
Raimondi and Bonometti, 2023).

The Middle East is widely known for its abundant hydrocarbon resources, in particular
oil and gas. With some of the largest proven oil reserves in the world (Saudi Arabia,
Iran, Iraq and UAE, for example) - this region is a key player in the global energy
market. The resource base for Africa, however, is significantly more diversified. While
some leading oil producers include countries such as Nigeria, Angola and Libya, the
continent is resource-rich in other minerals including gold, diamonds and copper.
Africa has also a significant amount of untapped renewable energy resources, mainly
solar and wind (Giriffiths, 2017).

It is difficult to analyse the MEA region politically, given the mosaic of governance
mechanisms. The Middle East is home to diverse forms of government that include
monarchies (Saudi Arabia and Jordan) and republics (Egypt and Syria) with differing
degrees in terms of the spectrum between autocratic rule and democracy. The political
landscape is also quite varied in Africa, from stable democracy (South Africa and
Ghana) to countries which are still riddled by conflict, due to weak governance
(Somalia, South Sudan and others). Political diversity in the region is a critical factor
when considering regional cooperation and the implementation of energy policies.

European powers have played a rather profiled and complex role within the MEA
region for a long time. Analysing the early twentieth century, Britain, France, and Italy
colonized large parts of Africa and, to a lesser extent, parts of the Middle East. The
impacts have resulted in the post-colonial political and economic systems in these
areas. For instance, the drawing of country borders without regard to ethnic or cultural
differences, which to date has caused problems and political issues.

For these reasons, the geopolitics of the MEA region cannot be ignored to better
understand the patterns of change in the energy domain. Differences in political
institutions and resource availability influence the region’s energy policies and
cooperation with organizations such as NATO (Causevic, 2017).

1.1.2 The challenge of energy security

The energy outlook of the MEA is characterized by great possibilities, as well as
pressing challenges. At the centre of all these issues is the fact that the region is
hugely reliant on fossil fuels, especially oil and natural gas, for both national energy
demands and as a key source of revenue through export earnings. Some of the major
non-renewable energy producing nations include Saudi Arabia, Iraq and Qatar for oll,
and Algeria, Egypt and Nigeria for natural gas, respectively (Griffiths, 2017).

Despite having abundance of hydrocarbon resources, the MEA region faces a dual
challenge. First, countries need to meet the rising energy demand, caused by growing
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populations and increasing urbanization and industrialization. In parallel, these same
countries must diversify energy sources in the long-term to reduce the risks of relying
too much on global energy markets.

Many economies in the region are extremely sensitive to fluctuations in income
deriving from the export of fossil fuels because these make up such a large portion of
national income and government revenues. This is particularly true in the current
climate of unstable prices and changes in the global energy market, due in part to the
focus on renewable sources and climate change policies (Griffiths, 2017).

In addition, the achievement of energy security is crucial for the enhancement of socio-
economic development of the overall MEA region. The development of energy
infrastructure, including the generation and distribution of electrical energy, is often
still inadequate, especially in rural areas (IEA, 2022). This hampers the development
of sustainable, equitable development processes and enhances socio-economic
cleavages.

Energy security is, therefore, clearly another important issue to address, and since
renewable energy is one of the most promising opportunities for the region, further
investments in it should be made. Moving towards cleaner energy sources not only
develops the variety of energy sources but also decreases the emissions of
greenhouse gases and other negative impacts related to the use of fossil fuels and the
extraction of resources.

Therefore, despite the availability of enormous energy resources in the MEA region,
rising in energy demand along with energy infrastructure inequality, indicate the need
of enforcing quality energy policies for sustainable, secure, and inclusive energy
across the MEA region (Griffiths, 2017).

1.1.3 Climate change: The need to act

Fighting climate change has emerged as an essential issue for humanity as a whole
and, in this respect, the Middle East and Africa (MEA) is one of the most pressing
regions. Climate change is an exigent problem because extreme weather conditions
are becoming more frequent and severe, temperatures are rising, along with other
negative consequences to the environment. Thus, climate is an acute issue since it
influences the health of ecosystems, people’s well-being, and the economy. The MEA
region, with such diverse climate systems and ecosystems, is sensitive to the negative
impacts of climate change such as desertification, water deficiency and agricultural
interference (Causevic, 2017).

Using fossil-based energy sources to power the MEA region is disastrous to the
environment hence the need for change to green energy sources. The hydrocarbon
dependency of the region not only accounts for large emissions of greenhouse gases,
and consequent climate change impacts for the world, but also exposes the region’s
economy to risks associated with volatile oil prices and changing global demand for
cleaner resources. Solar and wind energy is one such option, being sustainable,
ensuring energy security, job creation and sustainable development.

Moreover, international agreements that are pertinent to climate policies, including the
2015 Paris Climate Accord, help shape and galvanize actions on climate change in the
MEA region. The objective of the Paris Accord is to prevent global warming to below 1
or 2 degrees Celsius with respect to pre-industrial levels (UNFCCC, 2016).

Every nation, including the nations in MEA region, must present nationally determined
commitments in terms of reducing emissions and preparing for impacts of climate
change.

In relation to the MEA, the Paris Accord can be described as both a challenge and a
possibility. The countries in the region have made various pledges that include the
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installation of renewable power, energy efficiency and measures to cater for climate
change impacts. For instance, Morocco has laid down aggressive policies to achieve
over 52% of its electricity from renewable sources by 2030 (ESFC, no date). On the
same note; the UAE has planned to achieve 50% of their energy from clean energy
by 2030 (Government of Dubai, 2023).

Furthermore, regional approaches should require international assistance and
cooperation for the region to attain its climate agenda. The governments of developing
country should strive to finance, transfer technology and build human capacity so that
MEA countries can avoid the abovementioned barriers and develop renewable energy
sources. Global and regional organizations, including NATO, can also contribute to
enhancing the efforts by including climate change aspects into security and
development.

Ultimately, it is evident that the need to act on climate change mitigation in the MEA
region is well-based on the necessity of shifting from fossil fuels to renewable energy
sources. Through analysing theories of international obligations and agreements, the
role of international cooperation comes to the forefront for the accomplishment of
sustainable development, and the managing of climate change can be explained
according to the Paris Accord and other global agreements.

1.2 Energy transition in the MEA region

1.2.1 Renewable energy potential

In a certain sense, the MEA region has abundant fossil fuels, as this has hampered
the shift towards the utilization of sustainable energy. The potential is limitless for
solar, wind, geothermal and hydro power, which largely remains untapped still today.
This could provide growth opportunities the economies of countries, as well as offer
the security of domestic energy supply and increased political stability.

1.2.1.1 Solar Energy

The MEA receives one of the most powerful solar radiations (Global Solar Atlas, no
date) and, therefore, solar power is one of the most promising renewable energy
sources. Photovoltaic and concentrated solar power projects are highly developed in
the MEA region because of the availability of large tracts of sandy land, excellent
sunshine, heat intensity and climatic conditions. For example, the Morocco Noor
Ouarzazate Solar Complex, which is among the biggest concentrated solar power
plants across the globe, has boosted Morocco’s renewable energy capacity. The goal
of the complex is to generate 580MW of electricity (The Guardian, 2016), which would
provide for a million households.

1.2.1.2 Wind Energy

Wind energy is also an equally promising form of renewable energy especially in the
coastal- plateau and hilly areas across the MEA. Egypt and Morocco have had good
wind status and, thus, have invested in wind energy resources. Other large wind farms
in Africa include Egypt’s Gulf of Suez Wind Farm, with a generation capacity of 545MW
(Energy Capital and Power, 2023). In the same context, the Tarfaya Wind Farm in
Morocco has the capacity of 300 MW (UNFCCC, 2012) and is one of the brightest
examples of the successful implementation of wind energy in the region.

1.2.1.3 Geothermal Energy

Geothermal energy, though less widespread, presents significant potential in the Rift
Valley region of East Africa. Countries like Kenya have tapped into geothermal
resources to diversify their energy sources. For example, the Olkaria Geothermal
Power Plant is one of the largest geothermal projects in Africa, with a capacity
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exceeding 720MW (JPT, 2023) This project underscores the potential of geothermal
energy to provide a reliable and sustainable power source in geologically active
regions.

1.2.1.4 Hydropower

Hydropower remains a critical component of the renewable energy landscape across
the MEA region, particularly in Sub-Saharan Africa. The region’s major river systems,
such as the Nile, Congo and Zambezi, offer substantial hydropower potential.
Ethiopia’s Grand Ethiopian Renaissance Dam, expected to generate over 6,000 MW
of electricity upon completion, and exemplifies the transformative potential of
hydropower projects in Africa (Mulat, 2014). Despite political and environmental
challenges, hydropower remains a key strategy for many African nations seeking to
increase their renewable energy capacity.

1.2.2 The role of regional cooperation

Regional cooperation among MEA countries is crucial for facilitating a smooth energy
transition. By collaborating on knowledge sharing, technology transfer and grid
interconnectivity, MEA countries can overcome individual limitations and achieve
collective energy goals more effectively.

1.2.2.1 Knowledge sharing and technology transfer

Regional cooperation enables countries to share best practices, innovations, and
lessons learned in renewable energy development. This collective approach can
accelerate the adoption of effective policies and technologies across the region. For
example, the African Renewable Energy Initiative promotes regional cooperation to
boost renewable energy projects, facilitating knowledge exchange and capacity
building (AREI, no date).

1.2.2.2 Grid interconnectivity

Grid interconnectivity is essential for optimizing energy resources across borders.
Integrated grids allow countries to balance supply and demand more efficiently, reduce
reliance on fossil fuels and enhance energy security. The Gulf Cooperation Council
(GCC) Interconnection Authority is a prime example, connecting the power grids of 6
GCC countries to enhance reliability and efficiency (Mediterranean Institute for
Regional Studies, 2023).

1.2.2.3 Collaborative projects

Collaborative renewable energy projects can attract larger investments and reduce
costs through economies of scale. Regional organizations like the League of Arab
States and the African Union support joint ventures and regional initiatives to develop
large-scale renewable energy infrastructure.

In conclusion, regional cooperation among MEA countries are vital for a successful
energy transition. By sharing knowledge, transferring technology, and interconnecting
grids, the region can enhance its renewable energy capabilities, improve energy
security and achieve sustainable development.

1.3 NATO's role and strategy

1.3.1 NATO's evolving role in the southern neighbourhood

Historically, NATO's engagement in the MEA region has been centred on traditional
security concerns, such as counter-terrorism, maritime security and crisis
management (NATO, 2022). However, the evolving geopolitical landscape and the
recognition of emerging non-traditional threats have prompted NATO to adapt its
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strategy to address issues like climate change and energy security, which are
increasingly intertwined with regional stability.

1.3.1.1 Climate change and security

NATO acknowledges that climate change acts as a “threat multiplier”, exacerbating
existing vulnerabilities and potentially leading to increased conflict and instability
(Causevic, 2017). In response, NATO has integrated climate change into its strategic
framework. This includes enhancing resilience and preparedness of member and
partner nations to climate impacts, such as extreme weather events, water scarcity
and displacement. NATO's Science for Peace and Security Programme funds projects
that address climate and energy security, fostering collaboration and innovation in
these fields (Causevic, 2017).

1.3.1.2 Energy Security

Energy security is another critical area where NATO’s role is expanding. Recognizing
the MEA region’s significance as a global energy supplier, NATO supports efforts to
secure energy infrastructure and supply routes (NATO — Topic, 2024). This includes
protecting critical energy infrastructure from terrorist attacks and cyber threats, as well
as ensuring the stability of energy markets. NATO's Strategic Direction South-Hub
(NSD-S Hub) plays a pivotal role in analysing and addressing energy security
challenges in the region, promoting cooperation with regional partners (NATO — News,
2024).

1.3.1.3 Collaborative efforts

NATO's evolving strategy involves greater collaboration with international
organizations, regional bodies and local governments. By fostering partnerships,
NATO aims to enhance capacity-building, support sustainable development, and
promote stability through comprehensive approaches that address both traditional and
emerging security threats (NATO, 2022).

In conclusion, NATO’s strategy in the MEA region is evolving to address the
multifaceted challenges of climate change and energy security. By integrating these
issues into its strategic framework and fostering regional cooperation, NATO aims to
enhance stability and resilience in its southern neighbourhood.

1.3.2 NATO’s potential contributions to energy transition

NATO'’s expertise in project management, logistics and cybersecurity can significantly
contribute to the development and security of energy infrastructure in the MEA region.

1.3.2.1 Project management and logistics

NATO'’s proficiency in large-scale project management can ensure efficient planning,
coordination and execution of renewable energy projects. NATO can provide technical
assistance and training to local governments and organizations, helping them
implement and maintain renewable energy initiatives. Furthermore, NATO’s logistical
capabilities can facilitate the rapid deployment of necessary materials and personnel,
overcoming the region's often challenging terrain and infrastructure limitations (NATO
— News, 2024)

1.3.2.2 Cybersecurity

Energy infrastructure is increasingly vulnerable to cyber-attacks which can disrupt
supply chains and pose serious security risks. NATO’s extensive experience in
cybersecurity (NATO — Topic, 2024) can help safeguard critical energy infrastructure.
By implementing advanced cyber defence mechanisms and conducting regular
security assessments, NATO can protect energy facilities from cyber threats.
Additionally, NATO can offer cybersecurity training to regional partners, enhancing
their capacity to respond to and mitigate against cyber incidents.
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1.3.2.3 Collaboration and capacity building

NATO'’s collaborative approach can foster partnerships with regional organizations,
governments and the private sector. This cooperation can lead to the exchange of best
practices, innovative technologies, and financial resources, thereby accelerating the
region's energy transition. By leveraging its comprehensive network and expertise,
NATO can play a pivotal role in advancing sustainable energy projects in the MEA
region (Causevic, 2017).

1.3.3 Challenges and considerations for NATO
1.3.3.1 Concerns about militarization

NATO’s involvement in the energy transition may raise concerns about the
militarization of civilian energy projects. To address these concerns, NATO must
clearly delineate its role as supportive rather than directive, emphasizing its technical
and logistical contributions rather than military presence. Transparent communication
and active engagement with local stakeholders can help build trust and mitigate fears
of militarization (Causevic, 2017), (NATO — Topic, 2024).

1.3.3.2 Ensuring transparency and inclusivity

Transparency and inclusivity are crucial for the success of NATO’s involvement in the
energy transition. By involving local communities, governments and civil society
organizations in decision-making processes, NATO can ensure that projects are
culturally sensitive, locally relevant and widely accepted. Regular consultations and
feedback mechanisms can help tailor NATO’s support to the specific needs and
preferences of the MEA region (NATO — Topics, 2011), (NATO — Topic, 2024).

1.4 Collaboration for a sustainable energy future

1.4.1 Case Study: A successful collaboration

A tangible example of successful collaboration between NATO, through the Science
for Peace and Security Programme, and an MEA country on sustainable energy is the
Sahara Trade Winds to Hydrogen project, implemented along the Atlantic coast from
Morocco to Senegal (NATO — Topics, 2011). The Atlantic coast is one of the highest
wind energy potentials in the world. For instance, the annual capacity factor of wind
power at Dakhla, Morocco (located on the Atlantic coast, approximately 6 km inland)
is around 40%, indicating an excellent location for wind energy generation on a global
scale (ElI Khchine, 2019).

1.4.1.1 Factors contributing to success
The success of this collaboration can be attributed to several key factors:

1. Attracting investments lead to develop local economies, and therefore, increase
the access to basic energy services and mitigate the flow of migrant
populations.

2. NATO provided technical expertise in project management, logistics and
cybersecurity, crucial for the sustainable of renewable energy infrastructure.

3. International funding and assistance facilitated by NATO help overcome initial
investment barriers.

4. Collaborative efforts focused on building local capacity through training and
knowledge transfer.

1.4.1.2 Lessons learned
The partnership underscores the importance of:
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1. Having clear objectives by aligning goals and expectations from the outset.
Ensuring benefits are equitable and sustainable for all parties involved.

Involving local communities in decision-making processes to ensure projects
are socially and culturally acceptable.

This case study highlights how international collaboration, supported by NATO’s
expertise and resources, can catalyse successful energy projects in the MEA region.

1.4.2 Framework for future collaboration

Future collaboration between NATO, MEA countries and international stakeholders to
accelerate the energy transition should prioritize:

1. Capacity building by developing local expertise in renewable energy
technologies and management.

2. Knowledge sharing to facilitate exchanges on best practices in policy,
technology and regulatory frameworks.

3. Coordinated efforts to attract investment and funding for sustainable energy
projects.

This framework should aim to strengthen regional energy security, promote
sustainable development and mitigate climate impacts through coordinated action and
shared resources.
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AlI’'S DUAL ROLE IN DRIVING ONLINE TERRORIST CONTENT
AND COUNTER STRATEGIES:' IS NATO PREPARED FOR Al-
ENHANCED EXTREMISM?

By Bar Fishman
1.1 Introduction

Passaris (2020) argues that in the fast-paced, innovative environment of the 21st
century, technology is developing far more rapidly than our ability to investigate its
impact and evaluate its consequences. This is quite evident in the rapid development
and mass utilisation of Artificial Intelligence (Al) based technologies. These
advancements hold cross-sector implications, particularly in the domains of security
and defence (Burton & Soare, 2019).

According to a report from the NATO Strategic Communications Centre of Excellence
(JurSénas et al., 2021), Al tools, like text-based chatbots (OpenAl's ChatGPT,
Antrophic’s Claude, Google Gemini, and others), image and video generators
(Microsoft Designer, Midjourney, OpenAl’s DALL-E 3, et cetera), and voice generators
(Microsoft VALL-E, Suno, and more), are relevant for both maintaining and disrupting
global order and security. Despite having extensive knowledge and experience in
combating terrorist content and employing detection methods, NATO now finds itself
at a critical juncture as methods used to combat online radicalization and terrorist
propaganda on social media may prove futile in a world dominated by Al tools.

This essay argues that Al represents a radical shift in online counterterrorism (CT)
efforts, particularly in NATO'’s priority areas of detection technologies and Countering
Violent Extremism (CVE) (NATO, 2024). The rise of Al-powered terrorist content
online is dramatically transforming the digital ecology, challenging existing detection
methods, and potentially altering the restraints of online radicalisation and extremist
propaganda (Fernandez & Alani, 2021; Hall et al., 2019). The current knowledge gap
lies in understanding how Al simultaneously facilitates the proliferation of terrorist
content and enhances CT measures. Therefore, NATO members must develop
innovative approaches and strengthen their collaboration to address new threats and
new challenges.

1.2 Al in CT: Evolution and revolution

Al technology has significantly lowered the barriers for creating sophisticated terrorist
content. The accessibility of Al tools, for example, OpenAl's ChatGPT and DALL-E,
Claude, Microsoft Copilot and others, often available for free and requiring minimal
technical expertise, parallels the earlier surge in extremist content on social networking
sites (SNS) (Fernandez & Alani, 2021). This democratisation of Al technology has
severe implications for online security, as recognized by NATO (Kandemir & Brand,
2018; Jursénas et al., 2021). While it is evident that generative Al enables the creation
of false information, the critical issue lies in its capacity to produce highly believable
and emotionally charged false content. This represents a significant threat, as the
unparalleled quality of such fabricated content, ranging from fake photos to counterfeit
documents, can be generated within seconds.

For instance, Al-driven algorithms can analyse user behaviour to create personalised
content that is more likely to engage and further radicalise individuals (Sayed et al.,
2023). Al tools can also generate deepfakes and other advanced pieces of
misinformation that are challenging to detect and counter using traditional methods,
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such as manual content review and simple algorithmic detection (Rana, 2022;
Westerlund, 2019). These facts underscore the urgent need to develop Al-based
countermeasures that can keep pace with these advancements.

The evolution of Al in terrorist content creation has been documented by several
studies. Olson et al. (2019) and Venkatesh (2020) highlight how Al tools enable the
creation of sophisticated propaganda with minimal effort. Al-powered applications can
generate deepfakes, automate social media posts, and create convincing fake
content, which are then disseminated to radicalise and recruit individuals. In recent
months, some terrorist organisations have also released guidelines on how to use Al
to develop propaganda and disinformation. For instance, the Islamic State (Daesh)
published a tech support guide on how to securely use generative Al tools during the
summer of 2023, while a pro-al-Qaeda outlet released several posters with images
highly likely created with generative Al (Nelu, 2024; Tech Against Terrorism, 2023).

Additionally, far-right figures have produced a guide to memetic warfare advising
others on using Al-generated image tools to create extremist memes; pro-Islamic
State affiliates have used generative Al to translate propaganda speeches into multiple
languages, and al-Qaeda affiliates have similarly utilised generative Al for propaganda
content (Nelu, 2024). These examples demonstrate the dual-use nature of Al, where
technologies designed to benefit society are exploited by malicious actors to spread
violent extremism.

Moreover, research by Fernandez & Alani (2018) and Hall et al. (2020) explains that
Al-generated content is often indistinguishable from genuine content, making it
challenging for traditional detection methods, such as keyword filters and manual
review, to identify and mitigate these threats. This issue is worsened by studies on
human interaction with Al-generated content, which reveal that individuals are often
unable to distinguish between genuine and fake information, a vulnerability exploited
by terrorists to spread misinformation and radicalise individuals (Burton, 2023).
However, research also shows that Al may aid in identifying and countering extremist
narratives by analysing vast amounts of data to detect patterns and flag potential
threats (Davis, 2021).

These findings mark the urgency for advanced Al-driven detection technologies
capable of effectively identifying and countering Al-generated terrorist content. Yet,
this raises a significant concern: will this just lead to a world where machines fight
machines online? The escalation of Al in both generating and countering content might
result in an ongoing technological arms race, forcing continuous advancements in Al
capabilities to stay ahead of malicious actors. This situation represents a broad
network of digital warfare characterised by various means of attack and defence,
involving multiple entities, factors and enablers, such as social media platforms,
illustrating the shifting ratio between digital and kinetic warfare, the consequences and
the blurring boundaries between the two.

A report by the United Nations Interregional Crime and Justice Research Institute
(2021) suggest that Al-based systems can analyse social media activity to identify
indicators of radicalisation, such as changes in language use and engagement with
extremist content. Additionally, Al can monitor and analyse specific online
communities to identify threats and respond to potential terrorist activities (Mashechkin
et al., 2019; Nizzoli et al., 2021).

1.3 Tactics in transition: NATO’S struggle against Al-enhanced
extremist content

As presented, extremists continuously evolve their methods for creating and
disseminating content, while traditional CT tactics are increasingly strained. The
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following analysis examines three key methods central to various defence and security
organisations in their online CT efforts, highlighting their insufficiencies in addressing
Al-powered extremism.

Firstly, NATO has historically relied on manual content monitoring as a cornerstone of
its online CT strategy (Cordy, 2017; NATO’s Approach to Countering Disinformation,
2023). This approach involves human operators precisely scanning various digital
platforms to identify and remove extremist content. While initially effective, this method
is inherently limited by its time-consuming and labour-intensive nature (Shen & Zhang,
2024). The advent of Al has increased this challenge, as the volume and speed of
terrorist content generation now far exceed human capabilities (Baele & Brace, 2024).

Al algorithms, not just bots, can produce and disseminate extremist propaganda at an
unparalleled pace and scale, overwhelming manual monitoring efforts. For instance,
a single Al model can generate thousands of unique propaganda messages in multiple
languages within minutes (Ahuja et al., 2023), a task that would take human operators
days or weeks to accomplish. These notable capabilities render manual monitoring as
increasingly ineffective, leaving significant gaps in content detection, removal and
mitigation (Shu et al., 2017). As a result, NATO faces a need to reassess its manual
monitoring strategies in the face of Al-driven extremist content proliferation.

Secondly, automated content identification systems are perceived as an acceptable
digital CT toolkit. These systems employ algorithms to scan vast amounts of online
content, identifying keywords, phrases, and other markers associated with terrorist
activity (Gallacher, 2019). However, the advent of Al-generated content has presented
unprecedented challenges to these existing systems.

As Xu et al. (2021) note, Al models can continuously evolve, learning from each
interaction. Consequently, it is likely to assume that Al models are capable of
bypassing existing identification methods. This cat-and-mouse game puts pressure on
NATO’s current automated systems, which might struggle to keep pace with fast
changing Al-generated content. This alarming result underscores the need for NATO
to develop Al-driven content identification systems that can adapt in real-time to
emerging threats.

Thirdly, the strategies used by other actors with which NATO collaborates, such as the
EU, include traditional takedown requests that have been a staple in the EU’s online
CT strategy, involving the identification of extremist content and subsequent requests
for its removal from hosting platforms (regulation 2021/784). However, this method
has become increasingly ineffective in the face of Al-powered extremist content
proliferation. The process is inherently delayed by significant time lags between
content identification and removal; these delays can have severe consequences, such
as the rapid spread of harmful propaganda, increased recruitment efforts by extremist
groups, and the potential provocation of real-world violence resulting in harmful
casualties, long before most takedown requests are even initiated (Berntsson & Janin,
2021).

Al has dramatically altered the scale and scope of extremist activities and has
expanded the toolkit enabling that. This creates a frustrating cycle of takedowns and
re-uploads that stretches the resources of CT units to their limits. Thus, content
takedown requests have become largely ineffective in combating modern, Al-driven
terrorist activities online. These conditions highlight the urgent need for NATO to
develop new, Al-powered strategies that can match the speed and scale of current
digital threats.
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1.4 Al arsenal: A scheme for NATO to combat modern terrorism

To address this challenge, new forms of collaboration are essential, not only between
member states but also between states and tech companies. The dual role of Al in
both powering terrorist content and countering it poses a challenge for NATO. The
evaluation of current strategies reveals a need for greater collaboration among
member states and with private sector partners to develop robust Al-driven CT
measures. This includes investing in research and development of Al technologies
tailored for security applications.

The primary gap identified is the lack of broad strategies that integrate Al into
counterterrorism in a way that keeps pace with the developing practices of threats.
Existing counterterrorism measures often fall short in addressing the specific tactics
employed by terrorists using Al, such as automated content generation, targeted
propaganda distribution, and evasion of detection systems. There is a need for NATO
to adopt a more proactive and novel approach, utilising Al to predict, detect, and
counter terrorist content more effectively.

For instance, current detection methods may struggle to identify deepfakes and other
Al-generated content that is designed to avoid traditional detection techniques, as
mentioned. Additionally, there is a need for greater collaboration and information
sharing among NATO member states and other stakeholders to develop and
implement effective Al-driven counterterrorism strategies, as described:

1.4.1 Fighting Al with Al

NATO must spearhead the development of cutting-edge detection technologies.
NATO can create sophisticated systems capable of identifying Al-generated content
with great accuracy, by utilising Al solutions. Machine Learning (ML) algorithms can
be trained to detect subtle patterns and anomalies indicative of extremist materials,
from the less noticeable inconsistencies in deep fakes to the coordinated patterns of
disinformation campaigns.

1.4.2 International collaboration and joint efforts

NATO must foster enhanced collaboration among its members, creating a synergy of
knowledge and resources. For instance, countries at the forefront of technical Al
research could lead the development of advanced detection algorithms, while those
with extensive CT experience could refine and implement the practical aspects of
these tools in real-world scenarios. Regular joint exercises, shared databases, and
collaborative research initiatives may contribute for strengthening NATO's collective
response to Al-driven threats.

1.4.3 Rewriting the playbook

NATO should re-assess current policies, strategies and regulation. This goes beyond
the technological adaptation—it requires a comprehensive revaluation of the Al-
mediated environment and its implications for global security. This includes updating
regulations, establishing legal frameworks, and ensuring direct influence on EU states.
Additionally, NATO should engage with international partners leading the charge in
creating international norms and agreements on the ethical use of Al in warfare and
security operations.

1.4.4 Considering security and liberty

NATO must address the ethical implications and maintain public trust. This involves
assessing potential privacy violations against the need to mitigate security risks. NATO
should be engaged in developing transparent Al systems, ensuring accountability in
Al-driven decision-making processes, and the safeguarding of individual privacy rights
should be at the forefront of Al strategy.
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1.4.5 Staying ahead of the curve

NATO should establish a dedicated Al Research and Development wing, tasked with
staying abreast of the latest advancements in Al technology and their potential
applications in both terrorist activities and CT efforts. Regular scenario planning
exercises, incorporating cutting-edge Al developments, could help NATO anticipate
and prepare for future threats.

By implementing these strategies, NATO can position itself at the frontline of Al-driven
CT efforts, effectively turning the tables on those who would exploit these technologies
for malicious purposes. The key to success will lie in swift action, firm collaboration,
ethical consideration, and a commitment to continuous innovation in the face of
evolving digital threats.

1.5 Conclusion

Considering the set of characteristics presented, the new digital ecology may be
described as a chessboard where Al plays both sides—terrorist and CT. In this life-or-
death game, NATO finds itself at a critical juncture, facing an opponent that can
generate thousands of moves in the blink of an eye. The rules have changed, and the
traditional playbook is quickly becoming obsolete.

To effectively combat Al-enhanced extremist content, NATO must adopt a
multidimensional strategy that will utilise Al's potential for good. This includes
developing advanced Al-driven detection technologies, fostering better international
collaboration, updating and influencing policies and regulations, addressing ethical
concerns, and maintaining a proactive stance through ongoing research and
development. By fighting Al with Al, NATO can turn the tide on those who would exploit
these technologies for harmful purposes.

Ultimately, the success of NATO’s CT practices in the Al era will depend on its ability
to adapt swiftly, collaborate effectively, and innovate continuously. As the digital
forefront advances, so too must NATO’s strategies and capabilities. Embracing Al-
driven solutions and balancing security needs with ethical considerations, NATO can
position itself at the vanguard of the fight against online extremism, ensuring a safer
digital future for all.
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